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Threat of new malware looms over cyberspace

A new threat looms large on the horizon of cyberspace. After Mirai and Reaper, cybersecurity
agencies have detected a new malware called Saposhi, which is capable of taking over electronic
devices and turning them into ‘bots’, which can then be used for any purpose, including a
Distributed Denial of Service attack which, with enough firepower, can cripple entire industries.

Being monitored

A senior cyberpolice officer told The Hindu that Saposhi was detected around 15 days ago, and is
currently being watched and studied.

“Saposhi is similar in its intensity to Reaper, which was taking over millions of devices at the rate
of 10,000 devices per day. Various cybersecurity agencies are currently keeping tabs on it to get a
better idea of what it is capable of,” he said.

In October last year, the Computer Emergency Response Team (CERT), a Central government
body that deals with cyberattacks, had issued an alert about Reaper, a highly evolved malware
capable of not only hacking devices like Wi-Fi routers and security cameras, but also hiding its
own presence in the bot — a device taken over by a malware.

Sources said that while the CERT has not yet issued any alert regarding Saposhi, guidelines for
protecting devices from Saposhi are likely to be issued in the days to come. “We need to first
ensure that the information we have is indeed substantiated before raising alarm bells. Right now,
what we know for sure is that Saposhi exists, and is highly capable. Factors like whether it is
aimed at any particular kind of device, or has a specific purpose are still being verified,” another
officer said.

Malwares like Saposhi, Reaper and Mirai are primarily aimed at DDoS attacks, in which the
malware first creates a network of bots — called a botnet — and then uses the botnet to ping a
single server at the same time. As the number of pings are far beyond the server’s capacity, the
server crashes and denies service to its consumers. For example, if a large botnet attacks the
server of a fleet cab provider, its server will crash, and scores of consumers will be unable to avail
of its services, causing chaos in daily commuting as well as massive losses to the company.

In July 2016, small and medium internet service providers in Maharashtra fell prey to a DDoS
attack, which caused disruption in the services of several Internet Service Providers (ISP) in the
State.

Another malware, Mirai, using a botnet of 5 lakh devices, had caused the servers of Dyn, a leading
domain name service provider, to crash, affecting services of popular websites like Twitter, Netflix
and Reddit.
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The new front

In October 2014, the US Department of Defense constituted a task force under the Defense
Science Board to “consider the requirements for effective deterrence of cyber attacks”. The report,
submitted in February 2107, has this to say in its introduction: “The unfortunate reality is that, for at
least the next decade, the offensive cyber capabilities of our most capable adversaries are likely to
far exceed the United States’ capability to defend key critical infrastructure.”

Coming from a country which is today the best prepared to deal with all aspects of cyber warfare,
this statement should serve as a grim reminder of the seriousness of this threat. As “Digital India”
grows, vulnerabilities will only increase. A 2017 study conducted by Symantec found that India
ranked fourth in online security breaches, accounting for over 5 per cent of global threat
detections.

Cyber threats can manifest in many ways but what is visible on an almost daily basis are cyber
crimes, cyber theft, cyber espionage, cyber intrusions etc. These are relatively low-end threats but
seem to occupy all our attention. It is for this reason that we hear official statements about how
initiatives like the National Critical Information Infrastructure Protection Centre (NCIIPC) and the
appointment of a National Cyber Security Coordinator have improved our ability to deal with cyber
attacks. This is only the tip of the iceberg and is lulling us into a false sense of complacency.

Criminal hackers can certainly cause data breaches and financial loss, and countering them is
important, but these are not attacks which threaten the security of a country. The real danger to
India lies in targeted cyber attacks coming from adversarial nation states. Countries like China can
bring immense assets to bear in carrying out sophisticated cyber attacks. The success of Stuxnet,
which damaged the Iranian centrifuge facility at Natanz, lay in the fact that it was an international
operation involving the CIA, NSA and Israel’s Unit 8200. The highly sophisticated malware used
an unprecedented five zero-day exploits and was tested on a dummy set of centrifuges built for
this purpose. Such capability is not available with groups of hackers.

If, and it appears increasingly likely, cyber warfare is going to become a regular part of the arsenal
of nations, there is a need to visualise how this war will be fought and under whose responsibility.
Let me attempt to decode this briefly.

The three main components of any national strategy to counter cyber threats are defence,
deterrence and exploitation. Critical cyber infrastructure needs to be defended and the
establishment of the NCIIPC is a good step in this direction but individual ministries and private
companies must also put procedures in place to honestly report breaches. It is only then that the
NCIIPC can provide the requisite tools to secure these networks. This partnership must be
transparent and not mired in the usual secrecy of intelligence organisations.

However, as brought out at the beginning of this article, there are limits to defending as the dice
are loaded in favour of offensive capabilities. Therefore, deterrence and exploitation become
critically important. Deterrence in cyberspace is a hugely complex issue. Nuclear deterrence
worked because there was clarity on the capability of adversaries and the horrific cost of a nuclear
conflict. Cyber warfare is characterised by an absence of clarity. We can never be certain about
the capability of the other side (there are no missiles to be counted) and also the chances of
success if we launch a cyber counterstrike.

It is for these reasons that deterrence cannot be limited only to the cyberspace. The 2017 Defense
Science Board report, in talking about “deterrence by cost imposition”, states, “While offensive
cyber responses are an essential part of the toolkit, the full range of military responses (symmetric
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or asymmetric) — as well as diplomatic, law enforcement and economic responses — must also
be considered.”

And finally, the exploitation of cyberspace to achieve national security objectives. Again, cyber
operations cannot be a standalone activity but integrated with land, sea and air operations, and a
part of information warfare. The preparation for this will have to start with the Indian military
gathering intelligence, evaluating targets and preparing the specific tools for cyber attacks. This
will then be meshed with the war-fighting plans of the three services.

Looked at in its entirety, the most serious manifestation of cyber attacks is when an external state
threatens the national security of India by exploiting the cyberspace. If this is clear, then the
danger cannot be countered by an intelligence agency like the NTRO or a research organisation
like the DRDO. The lead agency to deal with this will have to be the defence services, which are
responsible for protecting India. It is here that we are completely ill-prepared.

India is one of the few countries which still does not have a dedicated cyber component in its
military. The setting up of a Defence Cyber Agency has been announced but this is a typical half-
hearted step which characterises our strategic planning process. The upgrading of this agency to
a Cyber Command must be implemented at the soonest.

What will also be important is the authority and mandate given to the Cyber Agency. If it is hobbled
by limited mandates and roles, as often happens due to inter-agency rivalries, India will never
achieve the full capability of fighting and defending in the cyberspace. It would be instructive to
take a leaf out of the US Cyber Command, which has one of its focus areas as “strengthening
(the) nation’s ability to withstand and respond to cyber attack”.

In 2012, US Defense Secretary Leon E Panetta warned that the country was facing the possibility
of a “cyber-Pearl Harbor”. Many strategic experts like Martin Libicki, Joseph Nye and Thomas Rid
have argued that the fears of such catastrophic cyber attacks are overblown. We are still unclear
about how a future cyber war will play out but capabilities definitely exist, particularly with China. It
would be absurd not to prepare, and the military must be at the forefront of this preparation.
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India’s first coastal policing academy to start from next month

The country’s first national academy to train police forces in effectively safeguarding the Indian
shoreline will start functioning in Devbhumi Dwarka district of Gujarat from next month. The Union
Home Ministry recently sanctioned the launch of the National Academy of Coastal Policing
(NACP) from a campus of Gujarat’s Fisheries Research Centre located in coastal Okha. To be run
by a team of paramilitary and defence forces, the academy will sharpen the skills of marine forces
of coastal States.PTI
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South Asia, a fertile ground for ISIS

Does the rise of the Islamic State have anything do with Islam? What does it want and what is its
strategy? In The ISIS Caliphate: From Syria to the Doorsteps of India, Stanly Johny, International
Affairs Editor of The Hindu, explains what makes it stand apart from other jihadist groups and why
it continues to inspire Muslim youth from different parts of the world, including India. An extract:

What makes ISIS different from other jihadist groups is that it’s an insurgency as well as a proto-
state at the same time. The way it operates is different from other organisations. Al-Qaeda, the
most powerful force in the global jihadist landscape till the rise of ISIS, is largely a hit-and-run
outfit. Osama bin Laden didn’t create a state. Nor did he declare himself as the Caliph of the
world’s Muslims. He was always at the mercy of foreign governments or intelligence agencies —
Saudi Arabia and Pakistan during the Afghan civil war, Sudan in the early days of al-Qaeda,
Taliban during the most important operational phase and again Pakistan in his final years. They
operated from caves and deserts and used asymmetric forces against those whom they deemed
enemies. Abu Bakr al-Baghdadi, on the other side, established a proto-state that at one point of
time was as big as the United Kingdom, ruling over about 2 million people. ISIS used both
asymmetric and conventional warfare tactics in the battlefield.

This unique positioning is the key reason ISIS managed to attract more foreign fighters than any
other jihadist group. It looks at the world through a core and periphery prism. It doesn’t believe in
nation states, but only in a perpetually expanding Caliphate. The territories which the Caliph has
direct control over make up the core of the world system, according to ISIS. The rest is periphery
from where it will attract fighters and resources to enrich the core and expand it beyond the
boundaries “created by men”. This theory of expansion has been the fundamental foreign policy
doctrine of Baghdadi’s Caliphate. Despite large-scale military setbacks at the core, ISIS still
remains a global terrorist force. In Nigeria, Boko Haram, the jihadist group that controls parts of
the country, has declared allegiance to ISIS. In Libya, a branch of the Islamic State controlled
Sirte, the assassinated former dictator Moammer Gaddafi’s home town, for months and has
presence in other cities and the country’s deserts...

In Afghanistan, ISIS members and sympathisers have already set up a wilayat called the Islamic
State of Iraq and the Levant — Khorasan Province in the eastern Nangarhar province. The group
has carried out several suicide attacks, mainly targeting Shias in the already troubled country. It’s
from Khorasan that ISIS is handling its South Asia operations, including in India, Pakistan and
Bangladesh. ISIS hasn’t carried out any major terror attack in India, nor does the group have any
organisational presence in the country. But it has lured dozens of Indians into its fold.

It’s evident from its actions that the ISIS leadership has seen South Asia as a fertile ground for the
organisation. The history of jihadist insurgency, high Muslim population and growing tensions
between communities may all have prompted the group to focus on the region in its quest for
expansion. Understandably, it chose Afghanistan, which has been at war with itself for decades,
as its operation centre...

India has also been high on the group’s agenda. In the 13th issue of ISIS’s online English
magazine Dabiq, Hafiz Saeed Khan, the Wali of Khorasan [who was later killed], said it won’t be
long before Kashmir is run by the organisation.

From across India dozens were attracted by ISIS. Some have gone from India to Khorasan, while
some others travelled from the Gulf countries they were working in to Iraq and Syria to live under
the Caliphate. Indian authorities have arrested several people who they say were part of ISIS cells
from different parts of the country. But surprisingly, one of the most-affected States by this ISIS
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influence was India’s most socially advanced one. In fact, ISIS’s India connect became national
headlines when 21 people, including women and children, from the southern State of Kerala went
missing in 2016. Most of the youth who went missing are educated professionals hailing from
middle class or upper middle class families, nullifying the argument that lack of education and
poverty drive extremist ideas among the youth. All these developments, from establishing wilayats
in Afghanistan and Libya to attracting youth from India and Pakistan, suggest that ISIS may have
been weakened at its core but it’s far from defeated.

The India-Japan economic relationship remains underwhelming in relation to strategic ties
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‘Left-wing extremism on last legs’

Home Minister Rajnath Singh on Saturday said that the “serious” challenge of Left-wing extremism
(LWE) had entered its “last leg” and that Maoists were now resorting to cowardly ambushes
against security forces as they are unable to undertake a direct fight.

Addressing the Central Reserve Police Force (CRPF) on the occasion of its 79th Raising Day, the
Home Minister said that due to the operational efforts of these forces, LWE incidents had
“drastically” gone down in the recent past and the casualty rate of extremists had gone up.

Mr. Singh asked the force to create awareness about government-run schemes amongst “peace
loving” people in troubled areas so that these citizens can have an increased trust on their country
and the government.

“I can say that the [LWE] problem in the country has entered its last leg and the people very well
understand that Naxals are anti-poor, anti-tribal and anti-development,” he said, while referring to
killing of CRPF men during road construction work in LWE-affected areas.

END

Downloaded from crackIAS.com

© Zuccess App by crackIAS.com


